Assessing the Quality of GitHub-Generated SBOMs:
A Detailed Bill of Health
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Abstract—Software Bills of Materials (SBOMs) are emerging
as vital tools for software supply chain management, providing a
means of tracking dependencies with their licenses and promoting
transparency. Despite increased regulatory pressure for these
documents, accompanying tool support is still nascent. Recently,
GitHub introduced SBOM generation for repositories via its
built-in dependency tracking system. In this paper, we investigate
this tool to ascertain its efficacy in generating accurate SBOMs,
identifying the causes of mistakes in generated SBOMs and
reasoning about challenges currently facing SBOM generation.
We create a dataset of 50 manually-verified SBOMs for Python
projects and compare them against those generated by GitHub,
identifying areas where the tool struggles. Our results shed light on
the GitHub tool’s strengths and weaknesses and suggest directions
for future improvements.

I. INTRODUCTION

Software Bills of Materials (SBOMs) are machine-readable
artifacts that outline the libraries, frameworks, and other
components utilized by software systems [1]. These inventories
are meant to enhance accountability, traceability, and
transparency within the software supply chain, enabling
better vulnerability management, license compliance, and
dependency tracking [2]. These benefits, along with regulatory
guidance, have increased adoption of SBOMs [3H7].

Currently, two major SBOM standards exist: SPDX [J8] and
CycloneDX [9]. These standards define the fields, values,
structure, and file formats necessary for creating SBOMs.
Numerous tools have been developed to automatically generate
SBOMs in these standards [[10], for software systems written in
various programming languages. GitHub’s SBOM generation
tool [11]], for example, is integrated into the GitHub platform
and leverages GitHub’s Dependency Graph [12] to create SPDX
SBOMs, making it straightforward for developers and users
of any GitHub-hosted project to generate an SBOM by simply
navigating to the Dependency Graph page and clicking the
“Export SBOM” button, or by using GitHub’s SBOM API [13].

However, incompleteness and inaccuracy of the generated
SBOMs impedes their adoption, as highlighted by recent studies
with SBOM creators and consumers [3}/14417]]. Current SBOM
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generation tools often fail to capture all dependencies or provide
correct or complete information about them (e.g., versions
and licenses). Low-quality SBOMs can lead to unaddressed
vulnerabilities, license conflicts, and/or (in the case of false
positives) wasted time, which can have major repercussions
for organizations and users [|15].

No systematic evaluations explore in detail the underlying
reasons for these problems. While previous work has provided
a preliminary analysis of SBOM quality and the quality
differences across tools, such as SBOM tools for Java [18]]
and Javascript [19], the literature lacks a thorough manual
investigation into the causes of quality issues and the challenges
faced by humans and tools in producing high-quality SBOMs.

In this paper, we report an in-depth evaluation of the
completeness and accuracy of SBOMs generated by GitHub
for 50 popular and active Python projects of various sizes and
domains. To accomplish this, we produced a novel dataset of
human-curated SBOMs to use as a benchmark, created through
manual analysis of the targeted software components and their
dependencies. We focus on GitHub’s SBOM generator tool
due to its widespread availability and ease of use, and on
Python due to its popularity and potentially unique challenges
associated with generating SBOMs for interpreted languages
based on manifest files.

Using this novel ground truth dataset, we analyzed the
GitHub SBOM generator’s ability to accurately produce
SBOMs for these target software repositories. We found that
while GitHub’s tool performs well at identifying attributes of
source repositories, it struggles to accurately capture depen-
dency information. Attributes like versioning and licensing
information are frequently lost. We investigate cases where
the SBOM generator failed to include relevant components
or included components that it should not have, and classify
the causes of deficient SBOMs through a novel taxonomy.
The results show that the tool can be overzealous in including
sources which it should not, while improper documentation
from users can also play a role. Through comprehensive results
analysis, we identify key challenges in producing high-quality



SBOMs both manually and with tools, and suggest directions
to address these challenges.
The main contributions of our work are:

o A manually curated ground truth dataset of SPDX SBOMs
for Python repositories from GitHub

¢ A taxonomy of dependency detection failure cases in
GitHub’s dependency graph tool

« A taxonomy of complications in license determination

II. BACKGROUND
A. Software Bills of Materials

Recently, Software Bills of Materials (SBOMs) have grown
in popularity as a means of providing a window into the
composition of software and facilitating software analysis.
Often analogized as nutrition labels for software, SBOMs
provide visibility into the software supply chain, allowing
interested parties to analyze software through the lens of its
dependencies.

A spate of recent supply chain attacks, including the Solar-
Winds attack [20] and a recent attack on npm packages [21]],
have highlighted the need for improved visibility into the
software supply chain. When a vulnerability is located or a
malicious software package is discovered, it can be critical for
maintainers to be able to quickly identify whether they are
affected by the event. The complexity of modern software
can mean that making this determination can be difficult
for software maintainers, let alone for individual users or
organizations who seek to know if they are at risk through their
use of the software. SBOMSs’ ability to provide a standardized
view of the composition of a piece of software significantly
facilitates such analysis.

The current focus on SBOMs as a solution to this problem
has emerged in part due to regulatory pressure for their creation
and dissemination. In the United States, the Executive Order
on Improving the Nation’s Cybersecurity [6] included guidance
requiring SBOMs for software sold to the government—though
this has been somewhat curbed by more recent develop-
ments [22}23].

Similarly, in Europe, the EU Cyber Resilience Act (CRA) [7]]
also includes requirements for SBOMs, demonstrating contin-
ued interest in the use of SBOMs for software analysis.

SBOMs also facilitate another type of software analysis
which focuses on licensing. Software licensing tasks are known
to be difficult for developers [24]]. However, as the practitioners
who work most closely with software components made
available under licenses, developers often bear responsibility
for making decisions about software licenses and participate
in resolving licensing issues [25].

By collecting information about software components in a
standardized fashion, SBOMs can facilitate software licensing
analysis through their cataloging of the licensing status of a
software project and its dependencies. In software that has many
dependencies, even identifying which licensing obligations are
present in one’s software can pose a challenge. SBOMs and
SBOM tools can collect this information for developers, who

can employ it to understand these obligations as well as to
identify any conflicts between them.

B. SBOMs in the SPDX format

GitHub generates SBOMs in the SPDX format, which has
three main parts: (1) the document creation section, acting as a
header, (2) the package section, listing all the dependencies of a
software package, and (3) the relationships section, describing
relationships between the components.

The document creation section describes the SPDX document
itself. Fields within the document creation information section
include:

o« SPDXVersion: the SPDX standards version of the docu-
ment.

o Datalicense: the license under which the SPDX version
is distributed.

o SPDXID: the local portion of the unique SPDX identifier
referring to the document itself.

e DocumentName: user-defined name of the SPDX docu-
ment.

« DocumentNamespace: a unique uniform resource identifier
(URI) for the SPDX document.

o Creator: the person, organization, or tool that created the
SPDX document.

o Created: the timestamp of when the SPDX document was
created.

The package section, which we focus on in this study, lists
the project dependencies and relevant information about them.
The first item in this list is the project being cataloged by the
SBOM, which we refer to as the primary package [26]. All
subsequent items are packages or dependent components of the
primary package. The following fields apply to each individual
package in this section (those in bold are relevant to our study):

« PackageName: the human readable name for a package
as defined by its creator.

« SPDXID: the unique addressable identifier for the package
within the SPDX document.

« PackageVersion: the version of the package defined by
its creator.

« PackageSupplier: the person, organization, or tool that
created the package.

« PackageDownloadLocation: a unique uniform resource
locator (URL) or version control system location where
the package can be obtained.

« FilesAnalyzed: a boolean value that describes whether or
not a files section is included for the package.

« LicenseDeclared: the licenses that have been declared by
the authors of the package.

« LicenseConcluded: the licenses the SPDX file creator
has concluded as governing the package if the governing
license cannot be determined.

e CheckSum: an independently reproducible mechanism
that allows for the unique identification of a package
in the SPDX document. Included as a tampering alert
mechanism.



Finally, the relationships section contains information on
how SPDX SBOM elements are associated with one an-
other using internal identifiers. For example, the relationship
between the primary package and the document creation
information is that the document creation information DE-
SCRIBES the primary package. Other examples of relation-
ship identifiers include CONTAINS, DEPENDS_ON, RUN-
TIME_DEPENDENCY_OF, GENERATES, and others.

C. Open source software licensing

Software in the United States and around the world is
protected under copyright law [27]. The copyright holder for a
piece of software retains the rights to distribute, reproduce, and
create derivative works of that piece of software. Additionally,
they can also extend those permissions to others, allowing them
to exercise those same rights [28]]. This typically occurs by
granting a license to the interested party. While these licenses
can give third-parties permission to use, modify, or redistribute
software, they can also place restrictions and limitations on
those permissions [29]. Any usage of the software that falls
outside of these explicitly stated permissions could constitute
copyright infringement.

Developers of open source projects tend to use off-the-
shelf licenses for their projects. These licenses fall into two
broad categories: permissive licenses, and restrictive licenses
(sometimes referred to as “copyleft” or “viral” licenses).
Permissive licenses (e.g., MIT, BSD, Apache 2.0) impose
few, if any, limitations on software reuse, typically only
requiring attribution notice. Restrictive licenses (e.g., GPL,
LGPL), however, place distribution limitations on derived or
modified works, namely requiring that the full source code
of derived works be made available under the same license.
Failure to comply with the terms of all relevant licenses can
have real world consequences and lead to financial [30,31], rep-
utational [32}33]], or legal consequences [34},35]]. Unfortunately,
licensing issues of many different forms can often find their
way into software, such as missing or incomplete licensing
information [36] or inconsistencies between a repository’s
declared license and those of its dependencies [37]. Developers
might also make licensing changes as software evolves [38]],
though inappropriate changes which conflict with ancestors
can cause additional issues [39].

Recent work has begun to investigate machine learning-based
means of addressing licensing problems [40]. LiDetector [41]
utilizes a learning-based method to read and interpret the text
of software licenses, allowing for the identification of potential
licensing conflicts. However, as new approaches emerge, there
exists an unmet demand for both benchmarks on which to test
tools and assessments of existing tools’ behavior.

III. STUDY DESIGN

The goal of our study is to assess the completeness and
accuracy of SBOMs generated by GitHub, highlight the
challenges faced during SBOM creation, and offer potential
solutions to address these challenges. This study aims to answer
three research questions (RQs):

RQ:: How complete and accurate are GitHub SBOMs?
Here, we seek to determine the ability of GitHub’s SBOM
tool to produce SBOMs that include all of the project’s actual
dependencies and accurately provide information regarding
those dependencies.

RQq: What causes quality issues in GitHub SBOMs? Given
a set of SBOMs from GitHub, this question seeks to identify
and understand cases in which GitHub failed to collect
all relevant dependencies, or where it incorrectly collects
components which are not dependencies.

RQs3: What are the challenges of creating quality SBOMs?
Finally, having created SBOMSs ourselves and assessed
SBOMs created by GitHub, we seek to enumerate factors
which can make it difficult to produce or acquire a high-
quality, correct SBOM.

A. Collecting Candidate Python Projects

We gathered a dataset of SPDX SBOMs and manifest files
for Python projects hosted on GitHub. We show the process
used to do so in Table [Il In a Python project, a manifest file
is a list that records third-party dependencies used to develop
or execute the project. Typical Python manifest files include
requirements.txt, setup.py, pipfile.lock, and
poetry.lock.

The GitHub Search (GHS) tool, developed by Dabic et
al. [42], was used to gather a list of GitHub repositories
suitable for analysis. GHS is a search tool that continuously
mines GitHub to index projects and their metadata. The tool
considers 25 characteristics from GitHub repositories (number
of stars, last commit, efc.). The GHS tool has mined over
1,466,679 GitHub repositories, which includes 286,598 Python
projects. We filtered for active and popular Python repositories,
with a minimum of 500 stars, a detected software license,
and the last commit made within a year of the date we
collected the data (May 5th, 2024). This resulted in a list
of 3,511 eligible repositories. After filtering to repositories
with a GitHub SBOM through GitHub’s dependency tracker
tool (generated using GitHub’s SBOM API [13]], with source
verifiable through the “creators” metadata field in the SBOM),
the process resulted in set of 2,611 Python repositories in which
both the SBOM and manifest files were present. We note that
these SBOM documents are retrieved directly from GitHub’s
API, and are not part of the main file structure of the repository.
While this allows us to verify the source of the SBOMs,
the documents retrieved may be fetched from a previously-
generated version [|13]], which could result in stale information.
We discuss the implications of this in Section [[V-B

B. Manually Creating Ground Truth SBOMs

1) Project selection and SBOM fields: We used stratified
sampling to select 50 projects from the 2,611 Python projects
to create a manageable subset that could be rigorously reviewed.
First, the dataset was divided into quartiles based on the number
of dependencies detected by Github’s SBOM generator. Half
of the projects contained 10 to 38 dependencies. The mean
number of dependencies was 86.8, while the mode was 10.



Total GHS Repositories | Python Repositories

Min 500 stars, licensed, last commit within 1 year

Has GitHub SBOM | Stratified Sample

1,466,679 286,598

3,511 2,611 50

TABLE I
GROUND TRUTH PROJECT IDENTIFICATION

From the quartiles, 50 projects were randomly selected
following this distribution: 40% from the first quartile, 30%
from the second quartile, 20% from the third quartile, and 10%
from the fourth quartile. We weighted our analysis this way to
account for cases where GitHub’s analysis failed to identify
dependencies, resulting in shorter SBOMs. As such, considering
the total number of dependencies that would need to be
reviewed across the total of all repositories examined, focusing
more heavily on repositories with fewer identified dependencies
allowed us to both analyze more repositories in total while
also affording the opportunity to more thoroughly examine the
ways in which GitHub’s tool might fail. To maintain feasibility
of manual analysis, after defining the quartiles, we set an upper
limit of 50 dependencies per repository, as there was no reason
to believe that a thoroughly documented repository with many
dependencies would experience more or unique tool failures.

The SPDX SBOM fields we targeted include the Packa-
geName, PackageDownloadLocation, and LicenseDeclared of
the primary package, and the PackageName, PackageVersion,
and LicenseConcluded of the dependencies of the primary
package. These fields were selected because they contain
relevant and actionable information regarding the dependencies
of a repository. Fields that contain unique identifiers for
objects within the SBOM, such as a package’s SPDXID
and internal SPDX checksum, are transient and will change
depending on the tool used to generate the SBOM. The
PackageDownloadLocation field for dependencies was not
considered since the GitHub SBOMs do not include it.

2) Manual Review: The 50 projects selected for manual
review were then divided among three authors, with each author
reviewing between 16 and 17 projects. Each author collected
dependency information required to produce complete and
accurate SBOMs for their projects with the fields previously de-
scribed. This process involved cross-referencing files contained
within the repository (requirements.txt, setup.py,
etc.), the output of scanning tools, and the GitHub Dependency
Graph. We used Pipregs [43]], which statically scans a Python
package for import statements and attempts to generate a
complete requirements.txt to capture dependencies that
may have been missed by the original developers. We also
used requirements-detector [44], which scans and aggregates
information from the various dependency files that Python
supports (requirements.txt, setup.py, pip.lock,
etc.). Neither of these tools is perfect, and they were used
along with manual verification and validation to provide a
more complete picture of the software’s dependencies.

For each potential dependency identified by the aforemen-
tioned tools, the author marked whether it should be included
or excluded from the final SBOM. We only included produc-
tion dependencies needed for regular software functioning,

thus excluding all dependencies that were related strictly to
testing, documentation, or continuous integration, as well
as dependencies that only appeared in example files and
dependencies specified as optional. These exclusions also
allow for a fair comparison with GitHub, which only uses
the direct “DEPENDS_ON” SPDX relationship value, forgoing
relationship types corresponding with optional dependencies,
testing dependencies, efc. For the remaining dependencies, the
author noted whether they were “sure” or “unsure” that the
dependency should be included. We established guidelines for
the reviewing authors: if an import statement referencing a
module was present in a repository without that module being
listed in a manifest, we included that module and labeled the
entry as “unsure;” when it was unclear if one of our constraints
was violated, e.g., whether the usage of the dependency was in
an example, we also included it as “unsure.” The final labeling
was left to the reviewing authors’ judgment, taking the totality
of the repository into consideration. After manual review, each
dependency was checked by a second author. In the event of a
disagreement on labeling, the authors discussed and made a
final determination, resulting in the full list of packages utilized
by the 50 projects.

With dependencies now identified, the authors analyzed
dependency licenses as declared on both PyPI and GitHub (if
available), noting any discrepancies. If one source provided
more specific licensing information (e.g., BSD vs BSD-3-
Clause), we included the more specific version in our SBOM.
If there was an explicit conflict (e.g., Apache vs MIT or BSD-
2-Clause vs BSD-3-Clause) or no licensing information was
provided, we entered No-Assertion for the license field (i.e.,
the default “unknown” value in SPDX SBOMs).

C. Comparing Ground Truth Against GitHub’s SBOMs

We used precision and recall to measure the 50 GitHub-
generated SBOMs’ completeness and correctness by comparing
field names and values between the ground truth SBOM and
the corresponding GitHub SBOM. Instances in which the
GitHub SBOM field (both name and value) matched the ground
truth were recorded as true positives (TP). False positives
(FP) occurred when the GitHub SBOM contained a field
name+value different from the ground truth. False negatives
(FN) were recorded in cases where the GitHub SBOM omitted
a field+value that appeared in the ground truth.

We computed precision (T'P/(TP + FP)) and recall
(TP/(TP+ FN)) for all fields in aggregate across the SBOM
to obtain an overall quality measurement of GitHub SBOMs.
They were also computed for individual fields to identify those
for which GitHub’s generator performed well or struggled.
We also computed the metrics for fields corresponding to the
primary package and to all its dependencies in aggregate.




Field Precision | Recall | TP FP FN
PackageName 0.80 0.85 527 | 130 96
PackageVersion 0.76 0.95 286 92 16
LicenseConcluded 0.54 0.23 123 104 | 422
TABLE II

SBOM FIELD QUALITY FOR THE PRIMARY PACKAGE’S DEPENDENCIES.

To more accurately identify situations in which GitHub’s tool
fails, we took a statistically significant sample (95% confidence
level with a 5% error margin) of dependency name F'Ps and
F' N, i.e., modules that were wrongly included/excluded from
the GitHub SBOM, respectively. Of 226 such cases, we took a
random sample, proportionally stratified across all repositories,
for an analysis of 143 cases divided among 3 authors. The
cause of each case was labeled via open coding [43].

IV. RESULTS
A. [RO1} SBOM completeness and accuracy

The aggregate precision (median of 0.88) and recall (median
of 0.6) across projects are found in Figure |1} While this high
precision demonstrates that the tool can reasonably capture
dependency information in many cases, the low recall and
high variability among repositories illustrates a wide range of
SBOM quality. The lowest-quality SBOM (0.23 precision, 0.32
recall) is for the project pytorch/text [46], which has eight
dependencies. The highest-quality SBOM (0.88 precision, 1.0
recall) is for the project pOnl/epub_to_audiobook [47],
which also contains eight dependencies. The quality difference
between these two projects stems from the incorrect inclusion of
optional, documentation, and testing dependencies in the gener-
ated SBOM for pytorch/text. However, given that we de-
liberately oversampled low-dependency projects (Section [[II-B)),
we note that these results may not reflect the GitHub generator’s
performance on larger projects with deeper dependency trees.

The quality results for individual SBOM fields for primary
package dependencies are shown in Table[[I] The results suggest
that the GitHub SBOM tool performs the best at capturing
dependency names while performing worse for dependency
versions, and significantly worse for dependency licenses. The
high number of false negatives for the license field demonstrates
that SBOMs miss important license information.

As for field results for the primary package,
found a perfect quality for PackageName and
PackageDownloadLocation, as expected (since
this information is present in the GitHub repository), and
0.93 precision and 0.89 recall for LicenseDeclared,
which indicates GitHub’s SBOM tool struggles to identify
the (correct) license on the GitHub repository. Without much
information in GitHub’s official documentation, we conjecture
GitHub may rely on outdated/removed repository information
for generating SBOMs (more details below).

B. ROl Observed causes of deficient SBOMs

Our analysis of why modules were incorrectly included
or excluded based on a statistically significant sample of
143 dependency name F'Ps and F'Ns yielded several key

we

insights into the ways GitHub’s tool may fail. These reasons
are taxonomized in Figure [2| — see our replication package for
full definitions, examples, and annotated instances [48]].

The largest contributor to components being mistakenly
included in the GitHub SBOM was Overinclusive Requirements
Mining (48), i.e., the inclusion of components defined in aux-
iliary manifests such as *‘docs/requirements.txt.’’
and similar files. Such dependencies, excluded from our
SBOMs, are included by GitHub without assigning appropriate
relationship types.

In contrast, relatively few entries were the result of Incorrect
Detection as dependencies by the tool (4). We found three
dependencies that were included based on their presence in
Obsolete / Removed Manifest files that had been deleted years
prior. One repository, FrEIA [49], had previously included
an auxiliary requirements file for documentation-related de-
pendencies. Although this file was deleted in 2018, GitHub’s
Dependency Graph still registered its last contents as depen-
dencies and provided a link to the nonexistent file. Similarly,
the Dependency Graph of another repository, skll [S0], still re-
ports modules from a file called requirements_rtd.txt
despite the fact that the file was deleted in 2019. As of May
26, 2026 (two years after initial data collection), dependencies
from these no-longer-existent files were still being reported by
the dependency graph. This suggests that GitHub’s dependency
graph may not update properly when files are deleted, but
further investigation is required to understand this behavior.
We, however, were unable to replicate this strange error in a
controlled repository.

Thirty-one errors resulted from Labeling Problems with
dependency information. Of these, 29 cases were Unnecessary
Dependencies Included by the Developer in the main project
manifest alongside those required for normal functioning.
This is consistent with the known problem of bloated de-
pendencies [51f], in which included dependencies may not
be necessary to build and run the software. Beyond this,
we observed two instances with an Incorrect Name entered
into the requirements.txt file instead of the appropriate
PyPI name (e.g., bs4 instead of beautifulsoup4). This
is particularly problematic when the incorrect name is also
a valid downloadable module. (In this case, bs4 is a dummy
module that prevents namesquatting attacks.)

The vast majority of F'Ns were dependencies being
Imported (in the source code) but not included in the manifest
(45). We also encountered one example where the source
code for a dependency was Directly Embedded into the
repository, without documentation (excluding the copied
license information in the files). Beyond this, we observed
14 instances of a dependency not being detected due to
being Specified in a README file (9) or through non-trivial
Unsupported Requirements Syntax in the manifest which
GitHub’s tool failed to detect (5), such as syntax specifying
that a dependency be installed directly from a GitHub
repository or providing an alternative download source URL.
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Fig. 1. Overall SBOM Quality Across Projects

C. [RQ3} Challenges in creating SBOMs

Finally, using our experience in manually creating SBOMs
as well as our assessment of GitHub-generated SBOMs, we
present an analysis of the situations we identified which present
challenges for creating high-quality, accurate SBOMs.

1) Determining dependencies and versions: Various SBOM
tools rely on information explicitly provided in manifest
files (requirements.txt, setup.py, etc.) [52]]. Poor
documentation, which commonly afflicts software [53H55]], thus
hinders SBOM creation, such as when modules are declared
without being used in the source code or used without suitable
documentation. Static analysis tools can detect such modules,
but without project familiarity, it is hard to make concrete
determinations about their usage (e.g., determining whether
a component is a transitive dependency, an essential runtime
component, or an obsolete component). Tools can also struggle
when a package’s name on PyPI is distinct from its import
name (e.g., the module opencv-python and its associated import
cv2). Modules might also be documented outside of accepted
manifest files, such as in the project’s README file, which,
while being human-readable, is nonetheless missed by GitHub’s
Dependency Graph. If module version information is not
supplied, recovering it may require difficult, detailed execution
path analysis.

2) Determining project licenses: Nearly all dependencies
encountered during our analysis were hosted by and expected
to be downloaded from PyPI, but the quality of licensing
information provided by project developers on PyPI was
inconsistent. The location of the most precise licensing
information varied, sometimes occurring in the sidebar along
with other meta-data, sometimes found in the tags at the

top/bottom of the page, and sometimes just included in the
module textual description. For 78 packages (21.4%), the
information available on PyPI was insufficient to determine the
appropriate license. This, in part, resulted from developers not
utilizing standardized SPDX license identifiers [56]. It was not
uncommon for a broad license category to be provided, such
as BSD, but then lack specifics on which version applied. Also,
when exceptions were noted, it was not uncommon to see
text like: “LGPL with exceptions,” without indication of the
specific exceptions. Additionally, sometimes deprecated license
identifiers or variant names for the same license were used.

Fortunately, most PyPI pages linked to a public GitHub
repository with the source code and associated license. However,
this too introduced new challenges. In our manual analysis of
364 modules, we found that the licensing information on PyPI
and GitHub disagreed in 97 cases (27%). Furthermore, while
GitHub’s license detection tool was helpful in determining
some licenses, it was unable to automatically: 1) differentiate
between the various GPL “or later” and “only” versions, 2)
detect exceptions in license text, 3) identify niche variants
such as BSD-2-Clause-with-views, 4) detect any license if
the format had been slightly altered, e.g., if a header was
missing or only a link to the license text was provided, and
5) determine whether the relationship between two licenses in
a multi-licensing scheme was an AND or an OR. This multi-
licensing information was also ambiguously represented on
PyPI, often with only a comma separating licenses.

We report the most common licenses present in our dataset
in Figure 3] As shown, the projects in our dataset were
overwhelmingly permissively licensed: MIT (142), Apache-
2.0 (80), BSD-3-Clause (66). All other licensing schemes
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Fig. 3. Most Common Component Licenses in our Dataset

had four or fewer occurrences. There were 21 modules for
which we were unable to determine a license and thus labeled
No-Assertion, detailed in Figure ] Many of the problems
arose from ambiguous license versioning (6) or multi-licensing
(4), while some repositories had non-standard licensing (6),
conflicting licensing information across different sources (7),
or no declared license at the source (3). These findings are
consistent with previous work on licensing inconsistencies,
which notes how licensing can change over time [39)].

V. DISCUSSION

Here, we discuss our findings and the results of our analysis,
and offer actionable recommendations to improve SBOM

tooling in the future.

A. The need for validating dependency detections.

By its nature, the GitHub dependency graph trusts package
files. If a dependency is listed in package files, it is included
in the output regardless of whether it is used in the actual
code base. This process will also include dependencies and
versions that do not actually exist on the Python Package
Registry. There appears to be no validation beyond what the
developer supplied in the codebase. Particularly for tools that
rely on documentation supplied by the author, there is more
work to be done to validate that information. Specifically,
this includes cross-referencing packages to verify that they
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Fig. 4. Taxonomy of Reasons for No-Assertion

exist in the upstream registry and that they are actually used
in the software product. Including dependencies that do not
meet these criteria in the SBOM is unhelpful and, indeed,
counterproductive.

B. Agents for license detection.

Given that license compliance is an important non-functional
requirement of software development and that even the act of
determining dependency licenses can be an arduous and time
consuming task, it seems that improved solutions for software
licensing problems are necessary. Promising modern techniques
seem to have the appropriate capabilities for compiling this
information for review, and indeed, recent approaches such as
LiDetector [41] utilize learning-based approaches to address
software licensing issues. However, our results showed that
licensing information could be found on a host of different
platforms and in a variety of formats. As such, this may be
a problem suitable for agentic automation. Al agents may be
able to search for these licenses, read them, and identify them
quickly, not only by analyzing a given repository, but also
by examining different relevant platforms to retrieve pertinent
information from disparate sources.

C. Clear labeling for component relationships.

The most common cause of components improperly being
included in SBOMs that we could identify was the inclusion
of components from other locations in the repository which
were indicative of other types of relationships, such as from
other manifests for documentation or testing. Our results did
not indicate that the GitHub SBOM tool could distinguish
between these different types of component relationships. This
is significant, as the way in which a component is used (such
as for testing) can have implications regarding its licensing
status. Regardless of tooling, a means of formalizing and/or
recognizing different types of component relationships in
software is critical for this purpose. Indeed, SPDX does have a
field to specify relationships, but it went severely underutilized
according to the SBOMs we examined.

D. Recommendations for tool developers.

Practitioners who develop SBOM tools should take heed of
the identified problems in SBOM generation when considering

how to improve current tooling. However, fundamentally,
SBOMs are intended to be machine-readable documents,
perhaps to the detriment of their human-readability. As such,
it can be difficult for developers to understand what an SBOM
is telling them. This may also induce difficulties in identifying
cases where the SBOM generator produced something which
was incorrect or faulty. However, we have demonstrated
that many such cases exist. When such issues are identified,
developers should have an option to rectify them. No tool is
perfect, and SBOMs are difficult to create or edit manually.
Tool developers could improve this situation by providing
accessible means for practitioners to update or correct SBOMs
after they have been generated.

In our analysis, we noted that the component relationship
field in the SBOM was neglected. However, as noted above, this
field has powerful implications for supply chain components:
certain dependencies are only included optionally, for testing,
or for development. These different relationships may have
different licensing implications, such as testing dependencies
which might not be distributed with the final software and
thusly do not implicate licensing clauses regarding software
redistribution. Furthermore, given that SBOMs are used heavily
in vulnerability management, it is important to limit the
number of false positives. In other words, if a vulnerability
is discovered in a package, it is important for those who
depend on that package to quickly identify whether they are
at risk, and incorrectly assessing that you depend on the
vulnerable component could have adverse consequences. In
short, dependencies that are not present in the final distribution
should either be absent from the final SBOM or clearly labeled.
Tools should provide inherent support for different types of
component relationships to mitigate these issues.

Many libraries also include example code within their
repositories that demonstrates how their project works. Often
these examples may include requirements files or import third-
party libraries. Such examples should similarly be excluded
from generated SBOMs if they are not truly a component of
the software itself.

Package managers can facilitate complex inter-component
relationships, but this complexity might not always be captured
by tools. Given the variation across implementations even



within a given ecosystem, it is important to be aware of a
given tool’s weaknesses and potential points of failure. Tool
developers should consider disclosing known failure points to
advise users of any applicable limitations.

E. Recommendations for tool users.

Those who use SBOM tools should be mindful that tool
outputs will not always be perfect. If one intends to use tooling,
such as the GitHub dependency graph, they should be aware
of what the tool takes as input and ensure that the inputs they
provide are high-quality. In this case, that entails making sure
that one’s software documentation is up-to-date and accurate
to facilitate accurate SBOM generation and software analysis.

As part of this, developers can ensure that example, testing,
or development dependencies are not being included in their
final SBOMs without appropriate documentation.

Furthermore, they should ensure that they are following best
practices and declaring dependencies in standard ways, such as
though package managers (e.g., pip, poetry, conda). Developers
should not simply list dependencies in a README file, where
current tools may not be able to find them as easily.

VI. RELATED WORK

We complement the current body of SBOM work by
comparing GitHub-generated SBOMs with manually curated
SBOMs, rigorously analyzing the reasons for low-quality
SBOMs generated by GitHub’s SBOM tool, for 50 Python
projects of different sizes and domains. We also discuss
challenges and potential solutions in creating SBOMs.

A. SBOM studies and tool evaluation

Recent studies [3}[14H17]] investigated adoption, benefits,
and challenges for SBOM production and use in practice,
via surveys and interviews with practitioners (e.g., industry
and open-source developers, managers, and organizations).
Practitioners perceive tooling as an essential requirement for
SBOM adoption [14}[15]], as it is necessary for handling large
and complex software systems. To support SBOM management,
many vendors have developed tools that generate, parse, query,
and convert SBOMs [10] (e.g., [57H60]). Practitioners use

many of these tools, without any subset used consistently [15].

Inaccurate/incomplete SBOMs are a commonly reported
challenge [[15}/61]] which force manual SBOM inspection and
correction [[14]]. This is primarily due to unreliable tooling and
difficulty in verifying accuracy and correctness [[14H17].

B. SBOM tooling

A number of studies have empirically assessed the reliability
of existing SBOM generation tools for various languages and in
various contexts [4}/10,(18}/19,/52,/62-66]. For example, Balliu
et al. [18] compared six tools for Java systems and found
that they capture different dependencies, missing much of
the Maven dependency tree. The sbomgs [67] tool provides
a quality score for SBOMs, but without evaluation in the
literature, it is yet unclear how accurate or useful this metric
is. Rabbi et al. [19] evaluated the accuracy of four SBOM

tools for 50 JavaScript projects, compared to the NPM tree
of dependencies. Significant performance variations across
tools were found, with cnn being superior in identifying
component names and versions and the other tools having major
dependency omissions. Yu et al. [[52]] compared the SBOMs
generated by four tools, including GitHub’s, for 535 Python
projects and 7k+ projects written in other languages, and found
that the dependencies listed in the SBOMs have little overlap,
indicating low consistency across tools. Outputs of GitHub’s
dependency graph, which supports its SBOM generator [11]], do
not always match dependencies listed in manifest files due to
package mismatches or outdated dependency information [68]].
Where this previous work examines GitHub’s dependency graph
directly, it does not assess the SBOM generation tool or identify
where SBOM generation may struggle.

C. SBOM Datasets

There have also been several other recent efforts to construct
datasets that can support SBOM research and tooling evaluation.
Ohm et al. created a large dataset of SPDX SBOMs for 100,000
randomly sampled public GitHub repositories [69] by using
project dependency graphs. While this dataset is impressive in
scope, there was no manual validation of the SBOM contained
therein. Shortcomings in GitHub’s dependency graph tooling
are left unexplored and unaddressed.

Another work by Gamage et al. compiled an SBOM dataset
mined from Maven Central [70]. Relatedly, Kishimoto et al.
created a dataset of 46 SBOMs describing real-world Java
projects for the purpose of evaluating SBOM consumption
tools [71]]. SBOM generation issues can vary dramatically
across languages and tools [[15], and so the issues encountered
in producing SBOMs in the Java-based, Maven ecosystem are
likely distinct from those we observe in the less structured
Python community.

Finally, in their work on SBOM quality, Torres et al. note
that there are “currently no standard SBOM datasets to be used
by empirical software researchers,” later concluding that “it is
hard to research SBOMs when there are so few SBOMs made
publicly available and suitable for research” [[72].

VII. THREATS TO VALIDITY
A. External Validity

Our study focuses on a sample of Python repositories and
SBOMs created with GitHub’s SBOM generator, and thus may
not generalize to projects in other languages or other SBOM
generators. A sample size of 50 SBOMs may not capture all
possible SBOM generation problems, but by weighting our
analysis towards projects with fewer detected components, we
capture more repositories where GitHub’s tool struggled.

B. Internal Validity

The nature of our data collection required analyzing software
repositories to determine which components they used, intro-
ducing a risk of failing to identify dependencies or introducing
errors during data collections. We mitigated this risk by having
the values of each hand-created SBOM verified by an additional



author and discussing any disagreements between the two
authors’ results.

C. Construct Validity

Our approach to identifying issues in GitHub SBOMs and
the GitHub SBOM generator required analysis of unfamiliar
codebases to formulate ground truth data. Without an intimate
understanding of the target repositories, it is possible that
the annotators labeled dependencies in ways which do not
align with their actual use. We mitigate this risk by applying
standards to the means by which components were labeled
and discussing disagreements, though a deeper analysis would
require participation from developers who were more familiar
with the target software projects.

VIII. CONCLUSION

As SBOMs continue to spread amidst high-profile supply
chain attacks and growing regulatory acceptance, we provide
resources to assess SBOM tooling and analyze an SBOM
generator built into a highly popular system, identifying
problem areas and failure cases.

We provide a novel, publicly-available, extendable dataset of
50 manually verified SBOMs for 50 Python repositories [48]],
enabling analysis of SBOM generation tools against a ground
truth in an SBOM landscape where correct, verified SBOMs
are rare. We utilize this dataset to perform an analysis on
GitHub’s built-in SBOM creation functionality. The results
show that GitHub’s tool sometimes misses information about
dependencies, performing especially poorly at determining a
dependency’s license. We identify 17 key reasons that SBOMs
generated by GitHub can be deficient and present these in a
novel taxonomy. We apply our experience in manually creating
SBOMs to identify challenges facing SBOM creation.

Considering our findings, we present a number of recommen-
dations for those who use SBOM tools and those who make
them, including providing options to edit SBOMs, validating
inputs and dependency detections, and potential for future
improvements, such as though agentic systems.
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